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Citrix Connex Cardio XenApp Setup Procedure

This procedure is used for setting up Connex Cardio as a Citrix XenApp App
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1.0 Requirements:
Client Machines that will run Microsoft® Windows® 7 Professional (64-bit and 32-bit)
Citrix XenApp Microsoft® Windows® 10 Professional (64-bit)
Citrix Receiver
Internet Browser — any that is supported by Citrix
Desktop Delivery Controller Citrix XenApp version 7.13
Any operating system supported by Citrix
Citrix App Servers Microsoft® Windows® Server 2008 R2 (64-bit)
Microsoft® Windows® Server 2012 R2 (64-bit)
Citrix Virtual Delivery Agent 7.13
Connex Cardio Client software
Required for ECG acquisition Installation of Connex Link — found on installation media
Internet Browser any browser supported by Citrix:
. Internet Explorer 11 or 10 (HTTP connections only)
. Safari 7
. Google Chrome 43 or 42 —
Requires enabling Netscape Plug-in API (NPAPI). See
http://support.citrix.com/article/CTX200889.
. Mozilla Firefox 38 or 37
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2.0 Citrix XenApp Host Server Software Installation

2.1 Install and configure the appropriate OS environment
(desktop or server OS) for each Citrix XenApp Server VM
NOTE: If the Host server(s) are joined to a domain, this same domain MUST be
used for authentication in the StoreFront. See section 2.88 below (Create A
StoreFront).

2.2 Install XenApp Enterprise Edition 7.13
See https://www.linkedin.com/pulse/how-install-configure-citrix-xenapp-76-publish-
desktops-raza
2.2.1 Logon to the server as a DOMAIN USER with Administrative rights and launch the Citrix
Installer using Run As Administrator. The domain user is necessary for the final steps of
configuration after the reboot.
2.2.2 Click Start for XenApp and Click on Delivery Controller.

Deliver applications and desktops to any user, anywhere,
on any device.

» Hybrid cloud, cloud an
» Centralized and flexible

Manage your delivery according to your needs:

XenApp pefver applications

XenDesktop peiver appiications and desktops

CiTRIX
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XenApp 7.13

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and StoreFront. based VMs or physical machines.

Extend Deployment

Citrix Director i i i Self-Service Password Reset
Citrix License Server i Universal Print Server
Citrix StoreFront i Federated Authentication Service

Services and Support

[T — p————
Access knowledge base articles, security bulletins, and troubleshooting guides.

2.2.3 Click on "l have read, understand, and accept the terms of the license agreement" and
click Next.

XenApp 7.13 Software License Agreement
Licensing Agreement Printable version
CareComponeal CITRIX LICENSE AGREEMENT
Features This is a legal agreement ("AGREEMENT") between the end-user customer ("you"), and
Firewall the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") and
Summary maintenance (hereinafter "MAINTENANCE™) determines the providing entity as
Install identified at https:/www.eitrix com/buy/licensing/citrix-providing-entities html BY
T INSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE
Call Home BOUND BY THE TERMS OF THIS AGREEMENT. [F YOU DO NOT AGREE TO THE
5 TERMS OF THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT.
Finish Nothing contained in any purchase order or any other document submitted by you shall in
any way modify or add to the terms and di d in this AGREEMENT.
1 PRODUCT LICENSES.
a. End User Licenses. The software in a software PRODUCT and the

software installed in an appliance PRODUCT is made available by CITRIX
vnder the license models identified at hitp:/www.citrix.com/buy/licensing
producthtml. Any experimental features delivered with such software will be
identified and are licensed only for internal testing purposes. "Software” means
a Citrix proprietary and/or open source software program in object code form
licensed hereunder. "Appliance” means a hardware appliance with mstalled
QLoftmars Nobmithotondinn antthing st facth in this SOREEMENT e of tha

(8) | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement
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2.2.4 Select all the Components and click Next. You will be using a local license server
installed on your server.

XenApp 7.13 Core Components

+ Licensing Agreement For scale and performance reasons, it is recommended that Director and the License Server be

installed on separate servers.
Core Components

Features Location: C:\Program Files\Citrix .

Firewall -
] Component (Select all)
Summary
ry C -
Install . Delivery Controller ) .
rd Distributes applications and desktops, manages user access, and optimizes
Call Home connections.
Finish .
= Studio
Create, configure, and manage infrastructure compeonents, applications, and desktops.
[l Director
2 Monitor performance and troubleshoot problems,
7| License Server
- Manages product licenses.
StoreFront
=] Pry uthentication and resource delivery services for eceiver, enabling you

to create centralized enterprise sto application:

resources to users on any device, any

ktops, and other

i Back i Next " Cancel

2.2.5 Select all the features and click Next.

XenApp 7.13 Features

¥ Licensing Agreement Feature (Select all)

. Install Micros
Features v Thisis a

oft SQL Server 2014 SP2 Express
ional component. If you have an existing SQL Sen.

r storing desktop

Firewall and:applic on
Sammary. v Install Windows Remote Assistance

Install Select this only if you need the shadowing feature of Director Server,
Call Home

Finish

| Back | | cancel
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2.2.6 Click Next.

XenfApp 7.13 Firewall

g Agreement The default ports are listed below.

Delivery Controller Director License Server StoreFront
80 TCP 80 TCP 7279 TCP 80 TCP
Summary 443 TCP 443 TCP 27000 TCP 443 TCP
i 8083 TCP
i 8082 TCP
Call Home
Finish

Configure firewall rules:

* Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules will
be created even if the Windows Firewall is turned off.

Manually
Select this option if you are not using Windows Firewall or if you want to create the rules
yourself,
Back Cancel
2.2.7 Click Install.
XenApp 7.13 Summary
+ Licensing Agreement Review the prerequisites and confirm the components you want to install.

Installation directory

Ci\Program Files\Citrix

+ Firewall
Prerequisites
Summary Local Host Cache Storage (LocalDE)
Install Microsoft SQL Server 2014 P2 Express
Call Home Microsoft SOL CLR Types (x26)

Microsoft SMO Objects (x86) 5
Finish Microsoft SQL CLR Types (x64)

Microsoft SMO Objects (x64)

Microsoft Visual x64 C++ 2015 Runtime

Microsoft Internet Information Services

Windows Remote Assistance Feature

Core Components
{b Delivery Controller
Studio
Director
License Server
StoreFront
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2.2.8 The system will reboot half way through and continue the install. When it's done you
are prompted for participation in the optional Call Home program. Click on Next.

XenApp 7.13 Call Home

Call Home monitors your deployment for commen error conditions, automatically uploads system
data to Citrix, and then proactively notifies you before issues become serious problems.

i How does it work?

| - Configuration and usage data are gathered and periodically sent using HTTPS to Citrix,

! - You can log into Citrix Insight Services to view diagnostics results and recommendations.

Call Home i This information will be used for troubleshooting and diagnostic support purpases, as wellas |
i toimprove the quality, reliability, and performance of Citrix products, subject to the Citrix
Finish i Insight Services Policy at https://cis.citrix.com/legal/ and the Citrix Privacy Policy at http://

1 www.citrix.com/about/legal/privacy html

+ Leamn more

| want to participate in Call Home, (Recommended)

(8) | do not want to participate in Call Home.

You can participate later, using PowerShell cmdlets,

2.2.9 Click Finish. Note that if you are logged in as a domain user you will get an additional
checkbox at the bottom to Launch Studio. Check the checkbox and click Finish.
Otherwise you must log out and log back in as a domain user to finish the

configuration.

XenApp 713 Finish Installation
The installation completed successfully. « Success
=
Prerequisites —
~ Microsoft SQL Server 2014 SP2 Express Installed
v Windows Remote Assistance Feature Installed
v Local Host Cache Storage (LocalDB) Installed
v Microsoft SOL CLR Types (x86) Installed
" Microsoft SMO Objects (x86) Installed
+ Microsoft SOL CLR Types (x64) Installed
v Microsoft SMO Objects (x64) Installed
v Microsoft Visual x84 C++ 2015 Runtime Installed
v Microsoft Internet Information Services Installed
Core Components
~" Delivery Controller Installed
+ Studio Installed
v Director Installed
+ License Server Installed
v StoreFront Installed
Post Install
~" Component Initialization Initialized
-

Launch Studic
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2.3 Install XenApp License

2.3.1 Now open your Mycitrix account and Allocate your license. Enter host name and click
continue.

Mame Code Order Number Hast ID Type Hest ID Quantity/Awvailable

Citrix Store XenApp - Evaiuati.. 1 /A /00001 } ~| |xenapgl x| (99 |52

2.3.2 Click Confirm

Mame Code Order Number Host ID Type HostID | Quantity
Citrix Store XanAop - Evaluation (90 day) e —— NAA 400001 Host Mame Xenapn EE
Back Confirm |

2.3.3 Click OK to download and save your license file.

2.3.4 Back on the server being installed, click on Start > Citrix > License Administration
Console which will open in a web browser pointing to https://localhost:8082/ with an
error message complaining about the site’s security certificate. Click on Continue To
This Web Site.

- | O -
e@\@ bpeschrincenappar 062 £ - &|| & conifiese o Nvigaion.. || ok
File Edit View Favorites Tools Help
&
~N
w) There is a problem with this website’s security certificate.
A
The security certificate presented by this website was issued for a different website's address.
The security certificate presented by this website was not issued by a trusted certificate authority.
Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,
We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
& Continue to this website (not recommended).
& More information
®100% -
© 2018 MIS-11-218-00 Rev 1 PAGE 7 of 42

Template: 20160314-1


https://localhost:8082/

WelchAllynr

7865 North 86th Street « Milwaukee, WI 53224 ¢ Phone 414.354.1600 ¢ Fax 414.354.4760 » www.welchallyn.com

2.3.5 Click on administration and login with Administrative credentials.

(' I_" : Cer s Citrix License Administratia... % .

- 'EI'
File Edit Wiew Favorites Tools Help
i)

License Administration Console

Administration

Concurrent Licenses Vendor Daemon: CITRIX

Product SA Date  In Use (Available) Expiration

» Citrix License Server Diagnostics License|Server

0 Critical » Citrix Start-up License|Server

2.3.6 Click on Vendor Daemon Configuration

&« —) 2 te S Citrix License Administratio... .

File Edit View Favortes Tools Help
0 5 T
.

License Administration Console User Name: MORTARA\CUMMING

,-G)
w System Information

System Information Release Version: 11.14.0 build 19005

License Server Manager Port Number in Use: 27000
Display: Citrio{enAppSvr

&;,,4 Host Name: CitrodXenAppSvr
Host Domain Name: Citroc{enAppSvr.mortara.com

cOnﬁUgf!mn IPv4 Address: 10.30.154.101

Ethernet Address: 000c29d7d052
Volume Serial Number: 38256924
Local Stop Server Allowed: No
Remote Stop Server Allowed: No
License Reclaim Allowed: Mo

Vendor Daeman
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2.3.7 Click on Import License.

 Dashboard | | administration,

Vendor Daemon Configuration

Impont License

CITRIX up naz 12r Administer Delata

Waendor Daaman
Configuration

2.3.8 Browse to the license file and click open, then click on Import License. After a successful
import click on OK, then click on Citrix.

License Administration Console User Name: MONNOOUADMINISTRATOR

Administer
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2.3.9 Click on Reread license file. Close the web page when done.

Vendor Daemon: CITRIX

Viendar Desman Port b Uhe 7279

Vendor Dasmon Actions:

Ceneral C ool stion

2.3.10 Now you have to restart the Vendor Daemon. Open services.msc and restart following
services. Close the Services applet when done.

File Action View Help

B Fotse reportions

NEEEEN B R

& Services (Local) (e e
Certificate Propagation

Start the service

Description:
Copies user certificates and root

smart card reader, and, if needed,

minidriver,

certificates from smart cards into the
current user's certificate store, detects
when a smart card is inserted into a

installs the smart card Plug and Play

Name
{ Base Filtering Engine
ﬁ. Certificate Propagation
£ Citrix AD Identity Service

% Citrix Analytics

4, Citrix Broker Service

£, Citrix Configuration Loggin...

¢ Citrix Configuration Replica...

4, Citrix Configuration Service
{2, Citrix Credential Wallet

©, Citrix Default Dorain Servic...

{4, Citrix Delegated Administra...

£, Citrix Diagnostic Facility CO...

], Citrix Environment Test Ser..,

Citrix Licensing
Citrix Licensing Su
7 Citrix Licensing WMI

{4 Citrix Machine Creation Ser...
“; Citrix Monitor Service

Q. Citrix Peer Resolution Service
4 Citrix Storefront Privileged ...

Description
The Base Filtering Engine (BFE) is a servic...

Copies user certificates and root certificat...
Manages Active Directory Computer Acc...
Collects analytical data on Citrix products.

The Citrix Broker service provides configu...
Logs Administrator activity and configura...

Provides access to Delivery Services confi...
Stores service configuration information.
Provides a secure store of Credentials
Provides authentication, change passwor...

Manages configuration of delegated adm..,

Manages and controls Citrix diagnostic tr...
Manages tests for evaluating the state of ...

Manages Hosts, and Hyperviser Connecti...

Provides licensing services for Citrix prod...

.} This account controls reading the license ..,

Citrix Licensing WMI Service
Creates new Virtual Machines
This service monitors the FlexCast system.

Resolves peer names within peer-to-peer ...
Manages privileged operations on Storefr...

Run
Run
Run
Run .,
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2.4  Create XenApp Site

2.4.1 Open Citrix Studio, Click on "Deliver applications and desktops to your users"

= Citrix Studio [= = .
File Action WView Help
e= x[E 3=

| Console Root

Actions
& Citrix Studio = 2
-
E1 Citrix StoreFront Citrix Studio
Welcome: 3

Wiew
e} Refresh
Help
Welcome to Citrix Studio
To beqin, select one of the three options below
Site setup

I Deliver applications and desktops to your users I

2.4.2 Select "A fully configured, Production-ready Site (recommended for new users)" and
Enter Site name

Site Setup
Studio Introduction
You have two options when creating a new Site, The simplest option is to automatically
Introduction «create a fully configured, preduction-ready Site. The second, more advanced option is
Ditabaces to create an empty Site, which you must configure yourself.
Licenzing ‘What kind of Site do you want to create?
ConnEchion *) A fully configured, production-ready Site (recommended for new users)
Network

An empty, unconfigured Site
Additional Features

Summary Site name:

CitrixXenAppSvrSite

Next | Cancel
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2.4.3 Atthe Database accept the default values and click Next.
Site Setup

Studio Databases

Databases store information about Site setup, configuration logging and monitoring.
Choose how you want to set up the databases. Learn more

+ Introduction

® Create and set up databases from Studio ‘Generate scripts to manually set up
Databases (You can provide details of existing empty databases on the database server
Licensing .
Connection Provide database details
Network

Data type Database name Location {formats)
Additional Features r ;

Site: | CitrixCitrixXenAppSvrSiteSite | | Localhost\sglexpress ‘

Summary

Monitoring: } CltﬂxCitnxXenAppSvrS\tEM:JmtormI ! Localhostisglexpress ‘

Logging: } CitrixCitrixXenAppSvrSitelogging | ! Localhostisglexpress

) Default database names and SQL Server Express location are provided

Specify additional Delivery Controllers for this Site Learn more Select... I

1 selected

o ) N (o

2.4.4 Atthe Licensing page accept the default of Use the free 30-day trial and click on Next.

Site Setup
Studio Licensing
License server address: |lnca|host:27000 | ﬂ |[ Connect
Connected to trusted server
View certificate
I want to:
Licensing #) Use the free 30-day trial

You can add a license later.

Connection

Use an existing license
Metwork :
The product list below is generated by the license server,

Additional Features

Summary

Back ‘ Cancel _|
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2.45 Atthe Connection page select No machine management (which is not the default) and
click Next

Site Setup

Studio Connection

Select a Connection type. if machine management is not used (for example when using physical
hardware), select "Ne machine management.

+ Introduction Connection type: Mo machine management =

+ Licensing
Connection
Additional Features

Summary

M= o
|  Back ! | Cancel |

2.4.6 Atthe Additional Features page accept the default of no checkboxes checked and click
Next

Site Setup

Studio Additional Features

Use the following features to customize your Site. You can also enable/disable and configure
features later.

Feature ‘
AppDNA
Enable this feature to allow analysis o i and operating systems, review
compatibility iss hem.

App-V Publishing ‘

) res

s from packages on App-
ges on network share

Enable this feature if y

Additional Features

Summary

!. Back I |[ Cancel 1

© 2018 MIS-11-218-00 Rev 1 PAGE 13 of 42
Template: 20160314-1



WelchAllynr

7865 North 86th Street « Milwaukee, W1 53224 « Phone 414.354.1600 ¢ Fax 414.354.4760 » www.welchallyn.com

2.4.7 Click Finish on Summary page

Site Setup
Studio Summary
Site name: CitrixXenAppSvrSite
Site database: CitrixCitrixXenAppSvrSiteSite

Localhost\sglexpress (no high availability)

Monitoring database: CitrixCitrixXenAppSvrSiteMonitoring
Localhost\sglexpress (no high availability)

Aol Faatiss Logging database: CitrixCitrixXenAppSvrSiteLogging
Ao Localhost\sglexpress (no high availability)
Summary
Delivery Controllers: CitrixXenAppSvr.mortara.com
License server: localhost:27000

ek ] _ Cancel

2.4.8 Site configuration is now complete. Optionally you may click Test Site configuration
which takes several minutes.

Studio

Site configuration testing is complete.

v 238 successful tests

re————
Show report Close
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2.4.9 Click on Licensing in the left pane, and then click on Add License. Browse to the license
file you downloaded from MyCitrix.

= Citrie Studio [=[=1=]
File  Achon  View  Help
+= 2(m B
| 71 Conscle Rt | “Actions = 1
< B Gl Stuio (Ciinendppbe ind i
O Search Licensin
B pachine Catsfogs Liceming Ovesview || Lcering Administeaten | & License Administration Censole
| Applisks A Amocate Licenses
A Dulbeney e Site Overview Ggl Add Licenses
4 Apphcations e
[ Policies Fidl Change License Server
# Loaging @ Required product licenses are not installed. Show details ¥ A Edit Preduct Edition
4 @ Configuation :
; ot Virw r
[, Administeatoes License use
1 Contrallers o Refresh
& Hosting 7]
: Help
#a Licensing
B Storefront Site information
[y App-¥ Publishing
T AppDhia Site: CitrinKenAppSwSite Eabtion: KenDesktog Platinum (30-day ..
@ Zones Server CltreXenAppSvemortara.com licerse made User/Deviee
e el Pat 27000 Required SA date: 201,015
Licenses
Product + | Moar: Eepiration Date Subrszription An. Type Cuantity
¢ i ’

25 Install Virtual Delivery Agent (VDA)

Note this can be installed on additional App Servers, but here we install it locally on the
same server where we installed XenApp.
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2.5.1 Run the Citrix Setup and click on Virtual Delivery Agent for Windows Server OS

XenApp 7.13

Get Starled Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Moadify or remove Delivery Controller components. Install this agent to deliver applications and desktops from server-
based V¥Ms or physical machines.

Extend Deployment

i Self-Service Password Reset
i Universal Print Server
i Federated Authentication Service i

Services and Support

on Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides.

2.5.2 Click "Enable connection to server machine" (which is not the default). Click Next

XenApp 7.13 Environment

Environment Canfiguration

Core Components
| want to:
Additional Compaonents
Create a Master Image

Delivsry.Lontioliss Select this option if you use Machine Creation Services or Provisioning Services to

Features create servers from this master image.

Firewall (®) Enable connections to 3 server machine

S Select this option to install the Virtual Delivery Agent onto either a physical server or a
i mary virtual machine that has been provisioned without the VDA,

Install

Call Home

Finish
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2.5.3 UNCHECK Citrix Receiver (not needed by our server) and click Next.

XenApp 7.13 Core Components
¥ Environment

Core Components Location: C:\Program Files\Citrix | Change.. |
Additional Companents

Virtual Delivery Agent (Required)
Delivery Controller e, 5,

The software agent that is installed on the virtual or physical machine that provides the
Features virtual desktop or application to the user,
Firewall i

Citrix Receiver

Summary e that enables users to a
Install
Call Home
Finish

| Back i | Cancel

2.5.4 At Additional Components accept the default (nothing selected) and click Next.

XenApp 7.13 Additional Components

Component (Select ally

Citrix Personalization for App-V - VDA

Additional Components Enables this machine to launch App-V packages. Learn more

Delivery Controller
= Citrix AppDisk / Personal vDisk

Features Installs compenents used for AppDisk and Personal vDisks. Learn more. Learn more

Firewall
Summary
Install
Call Home

Finish

i Back i| Cancel
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2.5.5 Enter the FQDN of XenApp server and click Test Connection, then click Add and click

Next.

XenApp 7.13

+ Environment

Core

omponents

Delivery Controller
Features

Firewall

Summary

Install

Call Home

Finish

itional Components

Delivery Controller

Configuration

How do you want to enter the locations of your Delivery Controllers?

ch it manually - l

Controller address:

| CitrixXenAp pS\rr.moﬂara..:oml |

[ Test connection... J l Add |

Note: Any Group Policies that specify Delivery Controller locations will override settings
provided here,

Back | = Cancel I

2.5.6 Optimize Performance is optional.

XenApp 7.13

Features

Firewall
Summary
Install

Call Home

Finish

Features

D Feature (Select all)

") Optimize performance
- Optimize desktop settings. Learn more

— Use Windows Remote Assistance
k Enable Windows Remote Assistance and open TCP port 3389, Learn more

— Use Real-Time Audio Transport for audio
Uses UDP ports 16500 - 16509. Learn more

— Framehawk
Opens UDP ports 3224-3324. Leam more

) e
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2.5.7 Atthe Firewall page click Next to automatically configure the Firewall.

XenApp 7.13 Firewall
+ Environment The default ports are listed below.
+ Core Components

Controller Communications
Additional Components

@.

+ Delivery Controller 80 TCP

1494 TCP
5 i 2598 TCP
N 8008 TCP
Summary 1494 UDP
Install 2598 UDP
Call Home
Finish

Configure firewall rules:

®) Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules will
be created even if the Windows Firewall is turned off.

Manually
Select this option if you are not using Windows Firewall or if you want to create the rules
yourself,
Back Cancel
2.5.8 Click Install
XenApp 7.13 Summary
+ Environment Review the prerequisites and confirm the components you want to install. o Restart required

Installation directory

CiAProgram Files\Citrix

+ Delin o
Prerequisites
e leature: Microsoft Remote Desktop Session Host
+ Firewall Microsoft Desktop Experience
Windows Remote Assistance Feature
Summary . )
Microsoft Visual x86 C++ 2015 Runtime
Install
Core Components
Call Home ) .
Virtual Delivery Agent
Finish |

Delivery Controllers
Citri¥enAppSvrmortara.com
Features

Optimize performance
-
d\ Failed to connect to one or mare Delivery Controllers, An incorrectly configured Cantroller can
result in failure of the Virtual Delivery Agent to register with it, and applications and desktops
being unavailable to users,

m Cancel
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2.5.9 Midway through the process the installer will reboot the server. After the reboot the
setup continues. At the Call Home screen click on Next.

XenApp 7.13 Call Home

Call Home moniters your deployment for common error conditions, automatically uploads system
data to Citrix, and then proactively notifies you before issues become serious problems.

« Core Components

How does it work?

Configuration and usage data are gathered and periodically sent using HTTPS to Citrix,

You can log into Citrix Insight Services to view diagnostics results and recommendations.

his information will be used for troubleshooting and diagnostic support purposes, as well as
o improve the quality, reliability, and performance of Citrix products, subject to the Citrix
ight Services Policy at https://cis.citriz.com/legal/ and the Citrix Privacy Policy at http://
w.citrix.com/about/legal/privacy.html,

Call Home

Finish

| want to participate in Call Home. (Recommended)

(8) | do not want to participate in Call Home.

You can participate later, using PowerShell cmdlets,

2.5.10 At the Finish Installation screen click Finish to restart the machine one more time.

XenApp 7.13 Finish Installation
+ Environment The installation completed successfully. ¥ Success

Prerequisites

+ Microsoft Remote Desktop Session Host Installed
+ Microsoft Desktop Experience Installed
¥ Windows Remote Assistance Feature Installed
+ Microsoft Visual x86 C++ 2013 Runtime Installed

Core Components

" Virtual Delivery Agent Installed
« Install Post Install
+ Companent Initialization Initialized

Restart machine

(o | NN
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2.6 Create Machine Catalog

2.6.1 Open Citrix Studio and select the Citrix Studio root node. Click on Set up
machines for desktops and applications.

5 Giix Stugio B

File  Acbon  View Help

5 2im Bm e

Comole Root | Actions
i R .. c.. -
= pach | runeptayment | accans | ponarsnes | | !

7 Poiicies Site Setup

P Legaing
4 & Configuration
B Admivistraion
] Controllers
¥ Homing

e

Configesticn:

fa Licemsing
D storefrent
[l Aop-V Publishing (] Bl Test site configuration
B AppDis,
@ Zones
t B3 Citrie StoreFront
Machine Catatogs
2 Set up machines for desktops and
applications or remote PC access
Diribery Groups

2.6.2 At the Introduction page check the Don’t Show This Again checkbox and click
Next.

Machine Catalog Setup

Studio Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.
Intreduction
Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
Machine Management date and that applications are installed.

Operating System

Machines 3
Before you begin, make sure that you:

Summary ® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

Have a technology for creating and managing machines (such as Machine Creation
Services or Provisioning Services)

Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

Don't show this again

Next Cancel
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2.6.3 Accept the default of Server OS (since this server is running a server OS) and
click Next.

Machine Catalog Setup

Studio Operating System

Select an operating system for this Machine Catalog.

& Server 05
Introduction The Server 05 Machine Catalog provides hosted shared desktops for a large-scale

. deployment of standardized Windows Server OS or Linux OS machines.
Operating System

Machine Management Desktop 05

The Desktop OS5 Machine Catalog provides VDI desktops ideal for a variety of different
Machines users.
Summary Remote PC Access

Remote PC Access is not available for this license edition.

Back Next ‘\ Cancel 7_
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2.6.4 Accept the defaults of Machines are not power managed and Deploy Using Another
Service or Technology and click Next

Machine Catalog Setup

Studio Machine Management

This Machine Catalog will use:

+ Introd

Power management is not available when there are no ho nections

+ Operal

® Machines that are not power managed (for example, physical machines)
Machine Management

Machines Deploy machines using:

ne Creation Services

Summary S
MCS

available when using physical hardware.
Citrix Provisioning Services (PVS)

® Another service or technology
| am not using Citrix technology to manage my machines. | have existing machines
already prepared.

Note: For Linux OS machines, consult the administrator documentation for guidance.

Back ] Cancel

2.6.5 Click on Add Computers, and then specify the name of this server. Click OK and then
click Next.

Machine Catalog Setup

Select Computers -
Studio Select this object type:
|C0mputers ‘ | fhicat Tynes |
From this location: 5
|Ermr€ Ty ‘ | Locations |

Enterthe object names to select {examples):

CitrixXenApp Svrl Check Names

Machines

Summary

Import list... | 3 Add computers...

e Select the minimum functional level for this | 7.9 (or newer - recommended, to acc... ]
catalog:
Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog. Learn more

Back ] = Cancel |
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2.6.6 Enter a Machine Catalog name and click Finish.

Machine Catalog Setup
Studio 2ummary
|
Machine type: Server 05
v Machine management: Physical
Provisioning method: Another service or technology
MNumber of machines added: 1 ‘
VDA version: 7.9 (or newer)
o
Scopes:
Zone: Primary

Machine Catalog name:

l CitrixXenAppSvrCatalog

Machine Catalog description for administrators: (Optional)

C \trixXEnAppSwCatalod

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

2.6.7 The catalog should now display as being created successfully.
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2.7 Create Delivery Group

2.7.1 Starting from the previous step (in Citrix Studio, selecting the Citrix Studio root
node), click on Set up Delivery Groups

B Citrix Studic ===

File Action View Help

s i

Actiom
Iheenhee Citrix Studio (CitrixKenA..
. |

View L3
¢ PRefresh
H reo

Confiquration

Edy App-V Publishing (] Bl Tast site configuration

| K AppDha
Tones

b B Cibrn Senmbrent |

| s hire £at sl

° B Testcotiiog

‘ Dovliveny Grens

Set up Delivery Groups to assign

3 desktops and applications to your
users

2.7.2 At the Getting Started page check the Don’t Show This Again checkbox and click
Next.

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of desktops and applications {which could be in Application
Groups) that are created from Machine Catalogs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.
Machines
. . Make sure you have enough machines available in desktop OS or server 05 Machine
Machine allocation Catalogs to creats the Delivery Groups you need.
Users
Applications

Desktop Assignment Rules

Summary

Don't show this again

Next Cancel
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2.7.3 Accept the default of the current Machine Catalog and click Next

Create Delivery Group

Studio Machines

Select a Machine Catalog.

Catalog | Type | Machines
¥dntmluction O CitrixXenAppSvrCatalog RDS Manual Random
Machines CitixXenAppSviCatalog

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary
Choose the number of machines for this Delivery Group: =
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2.7.4 Atthe Users page, accept the default to Allow any authenticated (domain) users to use
this Delivery Group. You can also limit the Delivery Group to specific users with the
second option. Click Next.

Create Delivery Group

Studio Heers

Specify wha can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Alternatively or additionally, you can enable
access for unauthenticated users.

& Allow any authenticated users to use this Delivery Group.

Restrict use of this Delivery Group to the following users:
Users

Applications
Desktops

Summary

Give access to unauthenticated (anonymous) users; no credentials are required to access
StoreFront

This feature requires a StoreFront store for unauthenticated users.

Sessions must launch in a user's home zone, if configured.

Back " Next | Cancel |

2.7.5 If your application is already installed, click Add > From Start Menu

Create Delivery Group

Studio Applications

To add applications, click "Add" and choose a source. Then select applications from that source.
If you choose Application Groups, all current and future applications in the selected groups will
be added. You can also place new applications in a nen-default folder and change application
properties.

Add applications
Applications

Desktops

Summary

EZ=a
From start menu...
Manually...
Existing...

Sk o e el - IeTs

© 2018 MIS-11-218-00 Rev 1 PAGE 27 of 42
Template: 20160314-1



WelchAllynr

7865 North 86th Street « Milwaukee, W1 53224 « Phone 414.354.1600 ¢ Fax 414.354.4760 » www.welchallyn.com

2.7.6 Select the application(s) you want to publish and click OK.

Add Applications from Start Menu

Choose from the following discovered applications that were found on one of the
machines that will host the application.

= | Na_me + |
W Marrator
Nj Notepad
v g Notepad++
& ODBC Data Sources (32-bit)
B ODEC Data Sources (64-bit) ’_‘
P'J OfficeScan Agent i
EH On-Screen Keyboard
v G Paint
- a PC settings
ﬂ' RegEdit.exe
b Remote Desktop Connection

(M) Resource Monitor e

2 of 62 applications selected

! Cancel

2.7.7 Optionally you can select each app in the list and click Properties to modify the name
that will appear in the StoreFront web page. Click Next.

Create Delivery Group ‘
Application Settings

Studio Applications

To add applications, click
I you choose Application
be added. You can also pl
properties. _ Application name (for user):

s
TR [ Notepad s« CitrixXenappSur |

Name —

Studio Identification

Identify this application.

vl : Delivery
i ¥ Notepad++ Application name (for administratar):
pplications _—
Cairliaish [ Motepad-+ Citritenappsir |
Desktops S
ey imit Visibility Description and keywords:
Zone ‘ ‘
This i the description that will be saen by the user. You can also use this field to enter keywords
for StoreFront.
Leam More
Add... ~ || Remove |
Place the new applicatior{
f&@ Applications\
Change... |
Lo | concel |
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2.7.8 At the Desktops page, click Next

Create Delivery Group

Studio Desktops

Add users or groups who can launch a desktop from this Delivery Group.

Add assignments

I Back ‘ ™ Next { Cancel

2.7.9 Atthe Summary page enter a name and description and click Finish.

Create Delivery Group

Studio SHITLY
Machine Catalog: CitrixXenAppSvrCatalog
Machine type: Server OS
Allocation type: Random
Machines added: MORTARANCITRIXXENAPPSVR
1 unassigned
+ Applications Users: Allow authenticated users
+ Desktops Applications to add: Notepad-++ CitrixXenAppSur, Paint CitrixXenAppSur
Summary Folder for new applications: Applications\.
Launch in user's home zone: No

Delivery Group name:

‘ CitrnXenAppSvrDG

Delivery Group description, used as label in Receiver (optional):

‘ CitriXenAppSvrDG ‘

Back Cancel
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2.8 Create A StoreFront

2.8.1 Open Citrix Studio and select the Citrix StoreFront node. Click on Create a Store.

= Citrie Studio [EICIEa)

File  Actien  View Help

«w zn(r 8@
e _ P .

4 B Cars Studic ({tioenipp sy
= Storefront -
L3 Seasch Citrix Storef 3
M Machine Catabogs View k
& AppDisks : ) B Ratresh
£, Delivery Groups View or Change Stores
3 Applications Add delivery controliers, change configuration, and how users can connect to the stores B nep
= Polises
@ Lagging

4 @ Conluguratsan
8 Adminstron
=¥ Controlless
® Hosting

Create a Store

4 Licenaing
B Storefront
L App-V Publishing
H appbna
o Zones
4 [ B Citres Steekoce
3 Stores

B Server Group

2.8.2 At Getting Started click Next. At Store Name, enter a name for the store. Optionally
check the checkbox for Set this Receiver for Web site as IIS default. Click Next.

Create Store

storeFront Store name and access

Enter a name that helps users identify the store. The store name appears in Citrix Receiver as part of
the user's account.

+ Getting Started
Store Name @ Store name and access type cannot be changed, once the store is created.

Delivery Centrollers

Remote Access Store Name: | CitrixXenAppSvrStore

Authentication Methods

5 Allow only unauthenticated (ananymous) users to access this store

Xenlpp Services URL by { " !
Unauthenticated users can access the store without presenting credentials.

Summary

Receiver for Web Site Settings

Set this Receiver for Web site as [IS default
‘When this is checked, the Receiver for Web site created with the store will be set as the
default IIS website. This setting will override any previous defaults configured for the IIS
sites.

Back Next | Cancel
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2.8.3 Atthe Delivery Controller page, click Add.

2831 Enter a display name

2.8.32 UNCHECK Servers are load balanced

2.8.3.3 Set the Transport Type to HTTP for now (which is not the default). Until you
install an SSL Certificate in 1S you must use HTTP.

2.8.34 Click on Add below the Servers list. Enter this server's name and click OK, and
OK again.

2.8.35 Click Next.

Add Delivery Controller

Cotmalenkaphvrtoniroler h
o X 70 2 haghie
.

StoreFront Dttt ll  Tres

Sy
ratances |

HreaTer=

Deleery Contredios Sfweri

Fesotr Accris

degthantication Mo

Ke=dpp Seraces URL

sy ] e
Servert are icad bamnced
Temrapost Trp MTT i

&z

Palirralitd] Teitndgs
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2.8.4 Atthe Remote Access page leave Remote Access disabled and click on Next.

Create Store

StoreFront Remote Access

Enabling remote access will allow users outside the firewall to access resources securely. You need
to add a NetScaler Gateway once remote access is enabled,

D Enable Remote Access

Remote Access

Authentication Methods
XenApp Services URL

Summary

(e [ [ o= |

2.8.5 At the Authentication Methods page accept the default of User Name And Password
(which will authenticate to the domain of this server). Optionally you can use Domain
Pass Through so that the credentials of the currently logged on user on a domain-joined
computer will automatically be used. Click Next.

Create Store

StoreFront Configure Authentication Methods
Select the methads which users will use to authenticate and access resources. (i)
Method
User name and password -

+ Delivery Controllers

+" Remote Access
Authentication Methods
XenApp Services URL

Summary

SAML Authentication | |
||

Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

Smart card
Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
Pass-throuah from NetScaler Gatewav
Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do not

have to lagon when they are switching between stares,

Select the store with which this store will share an authentication service. The dialog will be

refreshed and the methods will be updated based on the selected store.

-
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2.8.6 Atthe XenApp Services URL page, UNCHECK the Enable checkbox and click Create.

Create Store

Configure XenApp Services URL

StoreFront

URL for users who use PNAgent to access applications and desktops.

[ Enable XenApp Services URL

+ Auth n Methods
XenApp Services URL

Summary

l Back | ‘ Cancel |

2.8.7 Click on Finish

Create Store

StoreFront o Store created successfully
Store Name: CitrixXenAppSvrStore
Remote Access: Disabled

Authentication Methods: User name and password, Domain pass-through

Store URL
S .S @ gty i

: Citrix
METhoLEs : Receiver
Summary o D e s
Store Browser
R = Lo L R
PNAgent
Finish
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2.8.8 Select Citrix StoreFront > Stores in the left pane and make note of the Store URL.

= Citrix Studio i [x]

File Action View Help

e n

[7] Console Root . Actions
4 8 Citrix Studio (CitrixXenappSv| =LV 4 ]
2 Stores. =
O Search . . .
= Machine Catalogs Mame | Authenticated | Subscription Enabled | Access Create Store
& AppDisks CitrixXenAppSvrStore Internal network only Export Multi-Store Provisi...
£ Delivery Groups Store Service Yes Yes Internal network anly Manage NetScaler Gatew...
& Applications
[ Policies Manage Beacons
[# Logging Set Default Website
4 [ Configuration
8 Configurat View »
Controllers Details - CitrixXenAppSvrStore |G Refresh
= Hosting H v
T renany Details | Delivery Controliers | Receiver for Web Stes P
D storefrant CitrixXenAppSvrStore -
[t App-V Publishing A\ StoreFront using HTTP not HTTPS. e
& AppDNA @ Domain pass-through authentication method can be configured separately for each Receiver for Web site. To A —
@ Zones configure authentication methads for 2 Receiver for Web site, click on Manage Receiver for Web sites and edit the & BEDE.:
itrix StoreFront site's settings. Manage Authentication ...
2LOIEs] Manage Receiver for Web...
Server Group
Store URL: hitp://citi com/Citrix/Citri Configure Remote Access...
- Configure XenApp Servic...
Remote Access: Disabled
helverticad: Ve Configure Store Settings
Unified Experience: Enabled Export Provisioning File
Authentication Service:  Used by this store only P
Authentication Methods:  User name and password,
Domain pass-through H Hep
Token validation service:  hitpi/fciti com/Citrix/Citri
< n [ T[>« " TS

2.8.9 Select Citrix Studio > Configuration > StoreFront in the left pane and click on Add
StoreFront Server. Enter a name and description and copy the URL from the previous
step. Click on OK.

LiJ Citrix Studio — 5] =
File Acton  Yeew Help
«w nm Bm

Consele Root Actions
4 B Citrix Studio [CitriXendppSy
O Search StoreFront
B tachene Catalige it Add StoreFront Server
= Appuks View 13
B Devery Groups No StoreFront sorvers have been added.
B Applcations
§ rotce Add a StoreFront server.
L oGy
4 @ Configuration Learn mate
B Administraters
8 Controliers

= Hosting [c.u...x..—.\p.ﬁ\--i:...{ ]
& Coip P
Lk App-V Publiching CitricenAppSuritare
1 AppDA
@ Zones A -
a B Citrin Sorefront trin/ CitrodendppS

) Steem
B Server Gicup
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2.8.10 Select Citrix Studio > Delivery Groups. Select the Delivery Group you created previously
and click on Edit Delivery Group.

= Ctsx Studio [=To
File Adion  View Help

e »m Bim
J Console Root.

4 11 Citix Stucho {CitrkendppSy ?
O Search Delivery Groups ‘

™ Machine Catalogs M Crmate Dubuery Geoup

= AppDiks cat Totak 1 Totak 1 o View »
s
8 o s @ pove

Actions

15 Pokicies B e
# Logging x
« & Configuration CitrixXenAppSwDG. &
8 Administrators B Add Machines
58 Controllers '
= Hosiog 3 Add Applications
74 Ucensing W £t Delivery Group
2 SoreFront B Manage AppDisks
Ll App-¥ Publishing & Monwgr Togs
£ AppOns
@ ;::H B Tum On Mssstenance M.
4 Eb Citrin StoeeFront Bl Rensene Delrery Group
D Stores W@ velete Deinvery G
ry Group
B Server Geoup

W View Machines

B e Apphicat
& et Deivery Group

vetaas | Appccatons | Desitops | Muchine Catwoge | Usge | Tage | Applcaton Greaps | Admosiators B v

Delivery Group State

CitrixenAppSvTDG tratlen Yes
CitsixXenAppSvDG Maintenance Mode off

7.9 (of newer) i s 1
Alicw authenticated... U d Machines. o

2.8.11 Select the StoreFront tab at the left. Select Automatically, and check the checkbox for
the StoreFront you just created. Click on OK.

Edit Delivery Group

Studio StoreFront

Which StoreFront servers do you want the Receiver on each machine in this Delivery
Group to use? The StoreFront console lists servers that connect to these machines; if
you want users to be able to access additional applications, you can specify different

Users ; 1

StoreFront servers below, or from the Configuration > StoreFront node.
Desktops

How do you want to configure StoreFront information for Receiver on each of the
Application Prelaunch machines in this Delivery Group?

Application Lingering Manually, using a StoreFront server address that | will provide later

P ®) Automatically, using the StoreFront servers selected below
User Settings

%) Receiver Storefrant URL

| http://citrixcenappsvr.mortara.com/Citrix/CitrixXenAppSvrStore

Access Policy

Restart Schedule

ok | [ camcel | [ Apply
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2.9 Configure Citrix Policies For Display

29.1

2.10 Test StoreFront

2.10.1 Open Citrix Studio and select Citrix StoreFront > Stores in the left pane. Click on
the Receiver For Web Sites tab. Right-click on the URL and select Copy URL.
Note do NOT use the Store URL for this test — it will get Access Denied.

= Cirix Studio [=TelsET

File &cten  View Help

At
Stores. -
Creste Store

Export Muti-Store Provisi..

Marsage Metealer Gabew..
Manage Bescons

St Dwlaidt Webste

View L}
Details - CitrixMenfppivritcre G Refresh

Deists | Betvery Corbotirs | Rrueners for Weh Siley B vee

Fiscever fer Wes 51 Camsce. | Avmenvewen Mencss | HDs | CllrikKenAppSwiStore =

eWeb  Disabled  User rame and passwo._ Mok Us. Wianage Delivery Controd...

(g App-V Publishing y =
H ApsDNA Copy URL
Zones Configure Unified Experie...

4 E§ Citrioe StoreFront Marage Authent

Manage Hecerver

Canfigure Remot
Configure Kenhpp Senic..
Configure Store Settings
Eaport Prenmiscning File

Remove Roce

H ver
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2.10.2 Paste the URL into a browser on a client machine. Click on Detect Receiver.

Tie [de Yoew Higtory [uckmarks Tock bep CRECH

@ Citrin Recewver x

- ¢ o ; mertaracom . aTStoTe - @ 1 nd =280

cimrix

Receiver

2.10.3 If you enabled both Username And Password and Domain Pass Through authentication
methods and you are logged into a domain-joined machine, you will have a choice of
logon methods. Click Log On to use your existing domain credentials, or click Switch To
User Name And Password to enter them manually.

Fe [t Yuew bipery fockmais Jook Help

@ ComReces - 3

« [+ : 5T MAara o : o @ g neE@O

civrpc

StoreFront
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2.10.4 Click on Apps in the toolbar

T T Ve ey T T B _
Y x| b

« c @

Dl o

Dk

tar neE@O
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Citrix StoreFront

2.10.5 Select an app and verify that it starts and displays correctly. Leave the app running for
the next step.
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2.10.6 Back on the server, open Task Manager and select the Users tab. You should be able to
see the user session that has logged in via StoreFront with a Session name similar to
ICA-CGP #x. Close the application you just started.

= Windows Task Manager = | 1= -

File Options View Help
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2.11 Create Policy For ConnexCardio

2.11.1 Open Citrix Studio and select Citrix Studio > Policies in the left pane. Click on Create
Policy in the Actions pane.

2.11.2 In the All Settings listbox select the Graphics filter. Scroll to the bottom of the settings list
below it and click on Select next to the Use Video Codec For Compression setting.
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2.11.3 Select Do Not Use Video Codec from the listbox at the top and click OK
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2.11.4 Back in the Create Policy dialog, scroll down in the All Settings listbox and select Visual
Display. Scroll to the bottom of the settings list below it and click on Select next to the
Visual Quality setting.
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2.11.5 Select Always Lossless from the listbox at the top and click on OK.
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2.11.6 Back in the Create Policy dialog, click on Next

2.11.7 Atthe Users And Machines page, select All Objects In The Site and click on Next.
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2.11.8 Give the policy a reasonable name and then click on Finish.
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